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Introduction

When we released Desktop Authority 8.0, there were 5 (and a half) things you needed to know, about
how the new features in 8.0 worked. Now, we’ve released 8.1, and 4 (and a half) of those original things
haven’t changed, but one has, and it’s certainly for the better. So here are the new 5 (and a half) things
you need to know about Desktop Authority 8.1.

The One Thing You Need to Know About Desktop Authority 8.1

Smart Client Provisioning

With Desktop Authority 8.0, we introduced Group Policy based client deployment. We made this change
because the new security and client management model in the newest versions of Windows restricted
our ability to use our traditional login-based deployment. While this worked great for our customers
who had full domain admin privileges over their network, it created new challenges for customers who
were OU admins, or who had rights only over portions of their domain.

If Group Policy based deployment works for your environment, it’s still there for you to use. But for
Desktop Authority 8.1, we focused on bringing back the simplicity of our login-based deployment, but
designed for the new security requirements of Windows Vista and Windows 7. Desktop Authority 8.1
features Smart Client Provisioning: The industry’s first flexible, automatic client deployment system.

Smart Client Provisioning analyzes each computer at install time to find the simplest, most effective way
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The Four (and a half) Things You Need to Know about
Desktop Authority 8.0 and 8.1

Computer-Based Management in Desktop Authority

By far, the biggest change for Desktop Authority V8.0 is the addition of Computer-Based Management
(CBM) profile elements. Unlike elements in previous versions of Desktop Authority, computer-based
management elements execute at the machine level, not the user level. So they can run even if no user
is logged into the computer. Combined with the new Wake On LAN and scheduling features, this opens
up new options like waking computers after business hours to patch them or install software. The
computer-based management elements are managed by the new ScriptLogic CBM service installed on
all managed machines.

The Following Computer-Based Management elements are available:
e Data Collection — collect inventory and other data from computers that do not have an
interactive user
Application Launcher — launch applications, command-lines and batch files
Software Distribution — install MSIs to all users on a computer, or when no user is logged in
Patch Deployment — patch and update computers before users log in
Service Packs — install service packs outside business hours
e Registry — change registry keys in the HKLM hive
e Wake On LAN — set machines to wake up other computers outside business hours

New Timing Elements
Computer-based management elements have four timing events that are independent of the user
profile elements. They are:

e Startup: These elements will run as soon as the CBM service starts in the system startup
process, before the user logon screen loads.

e Shutdown: These elements will execute in the shutdown sequence, after the user has logged
off, but before the machine shuts down.

e Refresh: The CBM service will refresh the profiles every 60 minutes. Elements set to Refresh will
execute during the refresh process. This refresh process may not happen at the same time as
the user element refresh process.

e Scheduled: Computer-based management elements can be set to run at a scheduled time,
including on a recurring schedule.



Scheduled Elements

The scheduling system available in Desktop Authority V8.0 is very flexible, and very powerful. Elements
can be configured to run once, at a scheduled time, or on a recurring basis. Recurrence options include
daily, weekly, monthly, weekday only, and more. Other options include preventing a schedule from
running if it has already executed within a set number of hours, and settings to control how a machine
behaves if it was not running when the schedule was supposed to run.
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Figure 1: Scheduling options for computer-based management elements

Named Schedules

If you have routine tasks that need to run on the same schedule, you can define one element with the
desired schedule, and then click “Save as Named Schedule.” This lets you define a name for that
schedule, and use that named schedule for all of the related elements.

Notifications

Computer-based management elements also benefit from a very flexible user notification system. You
can notify users in advance of taking action, allow them to postpone action, control reboot options and
even customize the text they will see in the notification. These notifications are controlled by the new
ScriptLogic CBM User Experience service deployed to managed computers.
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Figure 2: Notification options in Desktop Authority V8.0

Using Wake on LAN

Desktop Authority Wake On LAN is a flexible, robust implementation of a technology that traditionally,
could as many problems as it solves. Conventional Wake On LAN often requires special router
configurations to work, and lack redundancy to ensure that the computers you need to wake up,
actually wake up.

Desktop Authority Wake On LAN uses the power of Validation Logic to get around router configuration
problems and allow you to create as many ‘beacons’ as you need to wake-up machines.
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Figure 3: Using Wake On LAN beacons to bypass router issues

To create a beacon, you simply add a new Wake On LAN profile element. In that element, you can
specify the computers you wish to wake by computer name, MAC address and TCP/IP address. You can
pick computers from inventory, or even import a CSV separated list.

Once the list of computers is complete, you can use the scheduling elements in Validation Logic to
depict when those computers should be awakened, and what machines should act as beacons and send

the WOL packets. This makes it easy to specify beacons in each subnet, and to specify redundant
beacons if necessary.



FE

File Edt Wiew Role Based Administration  Remote Management  Help
E A AR B D02+ ¥,

.

{Z] ScriptLogic Today
lobal Options

22 Deployment Options Wake On LAN Deployment
-9 Reparting
1‘4 Rem.ote Management Description | Marhine Mames To wake | MacaddressesTowake | TCPIPAGd:
-3 Profiles [created: Administrator PSS-DC 09(11/2009]  PRTSRY1;5L-TA-JMEPRC1;XPCLIENTL;  2F:00:2e:ba:00:21; 10.10.1.5;
EI!i Computer Management 1 | _’I

B Mew Profile
%I%d Software Mana m m W alidation Logic Drezcription
= application B
[ M31 Packag td achine names to wake: MALC addresses to wake

Ry Software Updat PRTSRY] 200 2e:ba:00:21

Pakch Depl ST A MEFRET
* S e HPCLIENT

% Service Pac

Configuration M

- & w Registry

oL wake OnLe

B4 Data Collection |
‘4 Data Collect

Shortcut Pane 3 x |
Add Delate | Add | Delete
Web Links ¥
TCPAP addiesses to wake: Excluded MAC addresses:
Quick Actions ¥ 10.10.1.32
El

For Help, press F1 [ o [ [ Changes have not been saved.
i}startl @ e “u Desktop Authority 8.0 | @0 %@ 11:44am

Figure 4: Creating Wake On LAN profile elements

Example:

You have a remote office in Pittsburgh that has 15 users. Routers block the WOL packets from crossing
to that subnet from the main office. You need to wake those computers up at 2 a.m. on Tuesday so they
can be patched. You have a small file/print server in the Pittsburgh office that is always left on.

To wake these computers with Desktop Authority, you just do the following:
1. Create a Wake On LAN Deployment profile element
2. Click Add to pick all of the machines in the Pittsburgh office from hardware inventory
3. Onthe Timing tab, pick “Scheduled” and choose Tuesday at 2 a.m.
4. On the Validation Logic tab, set to validate if the computer name equals the name of the print
server in the Pittsburgh office.

Now, on Tuesday morning at 2 a.m., the server in Pittsburgh will send the WOL packet to each machine
in the list. This completely bypasses any router configuration issues that plague typical Wake On LAN
systems.

Other Resources:

You can find more information about Wake On LAN in Desktop Authority in the Administrator’s Guide on
pages 182 — 184.

Managing Servers with Desktop Authority 8.0

In Version 8.0, Desktop Authority has moved beyond the desktop. With the inclusion of computer-based
management, Desktop Authority can now be used to manage servers. Since computer-based



management elements can run without a logged in user, any CBM profile element can applied to a
server to allow admins to perform a variety of management tasks.

This means that Desktop Authority can now show server hardware and software asset information in
inventory reports. Users who have subscribed to the Patch Deployment option for Desktop Authority
can now use DA to patch servers as well. The updated patch database now has support for server
operating system patches as well as patches for most common server applications.

Server management now supports tasks such as:

e Installing new software to a server

e lLaunching applications, batch files, command-lines or other executables on a server

e Patching server operating systems and server applications

e Deploying service packs to servers

e Making registry changes to change server configurations and settings

e Collecting and reporting on hardware and software inventory on servers to give a clear view of
all of the assets in the organization
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Figure 5: CBM elements for server management

With the scheduling available for computer-based management elements in Desktop Authority V8.0,
server management tasks can be completely automated. Validation Logic can be used to apply elements
scheduled for different times to different servers, enabling you to stagger routine maintenance to make
sure every server in a server farm or cluster is not undergoing maintenance at the same time.

Since servers generally operate 24/7, they make ideal Wake On LAN beacons for waking workstations
for off-hours maintenance tasks . To use a server as a Wake On LAN beacon, you create a profile
element that lists all of the computers that server should wake, and use Validation Logic to limit
execution to that server name.



Changes in Inventory and Other Data Collection in Desktop Authority 8.0

This is the “half” that you needed to know. Prior to Desktop Authority 8.0, all data collection for
hardware/software inventory, port security, patch data and other reporting information was completely
automatic. Every machine reported all of the data. There were some undocumented registry keys that
did let you turn off data collection, but it was on an “all or nothing” basis.

With version 8, all data collection is turned OFF by default. Use the Data Collection profile element to
specify what data gets collected from what machines.
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Figure 6: Data collection options in V8.0

Other Resources:
Find more information about Data Collection in Desktop Authority in the Administrator’s Guide on pages

180 —181.

Conclusion

Desktop Authority V8.0 is the most flexible, robust and powerful version of Desktop Authority yet. The
new deployment, management and inventory options give administrators new tools for completely
managing their systems in the easiest way possible... point, click, done!

For more information, visit ScriptLogic at www.scriptlogic.com
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