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Privilege Authority

Organizations that give their end users local administrator rights on their computers face severe
internal and external security risks. Users with unlimited power to change settings and install
and run software on their computers are highly vulnerable to attack by virus and malware. In
addition they can disable security settings on their machines and prevent protective processes
from running giving them access to critical information for potential misuse and security
breaches. (For example, users with administrator rights can read wireless network access key
on Windows 7 computers, meaning they can add other devices to the network without
administrator permission).

Privilege Authority allows administrators to enforce a secure Least Privilege environment to
counter these threats and reduce help desk support costs without adversely impacting user
productivity. Once the IT administrator has locked down the environment by taking away the
local admin rights of end users, he or she can use Privilege Authority to granularly delegate
administrator privileges to users for selective tasks like installing and updating approved
applications and ActiveX controls, accessing selected Windows features and running business
applications so end users can meet their functional responsibilities.

New Feature Highlights for Version 2.7

Summary

Privilege Authority 2.7 addresses real life management challenges faced by administrators. It
allows Domain Administrators to delegate privilege management responsibilities to
Organizational Unit (OU) administrators so they can deploy privilege policies easily and with
minimal disruption to their Group Policy infrastructure. The following new features are
available in version 2.7:

e Deploy Privilege Policies without Domain Administrator Rights

e Support for User- and now Computer-Type Privilege Policies

e Enhanced Privilege Authority Console for Easier Policy Deployment
e Assisted Creation of Policies Based on Running Processes

e Support for Installing ActiveX Controls in the Latest Internet Explorer Version 9

Deploy Privilege Policies without requiring Domain Administrator Rights

Privilege Authority no longer requires an administrator to have domain privileges or access to
central domain resources like SYSVOL to deploy privilege policies. It restricts policy deployment
to only those GPOs where the administrator has Read/Write permissions, so that Domain
Administrator can now delegate privilege management responsibilities to OU administrators for
their respective OUs by just granting them permissions on selected GPOs. This allows QU
administrators to fully use Privilege Authority for their respective OUs without requiring any
additional privileges for the rest of the domain.
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The Privilege Authority Reporting capability can be deployed either by a Domain Administrator
to use for the entire domain, or by OU administrators for their respective OUs.

Support for Machine Type Privilege Policies

Until version 2.7 Privilege Authority only supported “user” type privilege policies, so that when
they are deployed such policies are enforced for the targeted users on all computers. With
version 2.7, Privilege Authority includes support for “computer” type privilege policies. When a
computer type policy is deployed it will be enforced for all users on the targeted computer. This
will allow administrators to deploy privilege policies using existing GPOs irrespective of whether
they are assigned by computer or by user in the domain.

This option is available within Rules Wizard when creating a privilege policy. The following
image indicates the precise location of the option. The User Policy is the default option and
needs to be changed to Computer Policy for this feature to take effect.

NOTE: This is a premium feature and will be available only in Professional Edition.

Edit Rule Wizard Xt

Description Type | Groups | Platforms I Rules |

Select from the list below the type of application you would like to apply this rule to.

By Path to the executable
By Folder Path

By ActiveX Rule

By Digital Certificate

Enter the path and argument of the executable to apply this rule to.

Path:* ]%SystemF older%\msiexec.exe

Arguments: ]ﬁ\\serveﬂshare\folder\setup.msi

File Hash: I

Certificate: |

[ Apply settings to child processes.

Specify the GPO policy type for this rule:
 userPolicy * Computer Policy

I Display advanced options < Back “ Next > H Finish “ Cancel ]
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Enhanced Console for Easier Policy Deployment

Finding the right GPO for deploying privilege policies can be very challenging when Active
Directory contains a large number of OUs and GPOs. Version 2.7 offers an enhanced Privilege
Authority console to make that task easier. The simple listing of GPOs in the Console has now
been replaced with the Domain hierarchy showing all the OUs and the GPOs listed in a tree
structure. An administrator can now quickly identify the right GPO to be used for deploying a
privilege policy by expanding the tree structure to determine the associated OUs, removing the
need to switch between the Privilege Authority console and the Group Policy Management
Console (GPMC). Note that the Privilege Authority console will display only those GPOs in the
tree where the administrator has Read/Write permissions. The administrator can create new
GPOs and link them to appropriate OUs if required permissions are in place in Active Directory.

& Privilege Authority 2.7 Professional

@ PRIVILEGE AUTHORITY
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Assisted Creation of Policies Based on Running Processes

Most organizations have a mix of different types of application, some of which are built in-
house or customized for their industry. It is hard to find pre-built privilege policies for such
applications requiring IT administrators to spend time and energy building custom policies.
Privilege Authority offers a new feature in version 2.7 that allows administrators to create
process-specific policies quickly and easily. Policy creation activity starts with administrators
starting the application on their computer with administrator rights. They can then use the
newly added “Processes...” button in the “Type” tab in Privilege Authority’s Rules Wizard to
select the process that was spawned by the application. Once the process is selected, the Rules
Wizard will capture all the relevant information of that process required by the Wizard’s fields
in the tabs “Type”, “Privileges” and “Integrity”. The Rules Wizard also captures the file hash and
the digital certificate of the process if available. All that the administrator is required to do to
complete the policy definition is to specify the policy’s target criteria and its required privilege
level, which are values for the fields in the Rules Wizard tabs “Platforms” “Groups” and “Rules”.
Once the rule is created, it can be deployed through the appropriate Group Policy Object (GPO).
The images provided below highlight the options to be used to create such a policy.

NOTE: This is a premium feature and will be available only in Professional Edition.
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Create Rule Wizard

Description Tmlamupsll’hﬂonmlmbsl

Select from the list below the type of application you would like to apply this rule to.

By Path to the executable
By Folder Path

By ActiveX Rule

By Digital Certificate

Enter the path and argument of the executable to apply this rule to.

Path:*

I | Processes...

Arguments:

File Hash:

Certificate:

Specify the GPO policy type for this rule:
&+ User Policy " Computer Policy

I
|
|
|
[V Apply settings to child processes.

-]
-]

C Display advanced options

| <Back H Next = H Finish | Cancel |

;n
Al Processes |
Process Details
Press refresh to update list Refresh | P - [W
svchost exe Al Name: |VMUpgradeHelper.exe
svchost exe
svchost exe Path: |C:\Program Files\VMware\VMware Tools\VMUpgradeHelper.exe
svchost exe Arguments: |/service
svchost exe
svchost exe Integrity level: |5Munﬁegly
svchost exe Privileges: - Lock pages in memory
svchost exe :  Act as part of the operating system
svchost exe Profile a single process
svchost exe ad'n@ﬂ:'lgpﬁmly
vchost Create a page
: o Create permanent shared objects
taskhost.exe Debug programs
vds exe Generate security audts
Bypass traverse
Impersonate a client after authenication
Create global objects
Increase a process working set
the time zone
Create symbolic links
| »
[ ok |] concel
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Create File Hash

Would you like to create a file hash for this fle? |4

I Dont ask this again.
e v ]
v

Create Rule Wizard ﬂ

Description Tmleumlmlmmllihml

Select from the list below the type of application you would like to apply this rule to.

By Path to the executable
By Folder Path

By ActiveX Rule

By Digital Certificate

Enter the path and argument of the executable to apply this rule to.

Path:* lC:\Program Files\WMware\WVMware Tools\VMUpgradeHelperexe | Processes...

Arguments: |/service

File Hash: ISGACZDSBO38FDSA628CC4A1 8D70CB157D69F28C1

Certificate: |

[V Apply settings to child processes.

Specify the GPO policy type for this rule:
¢ userPolicy ( Computer Policy

[V Display advanced options < Back Next > Finish Cancel

Support for Internet Explorer 9

Privilege Authority 2.7 now supports privilege elevation of ActiveX Control installations in the
latest Internet Explorer version 9.
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